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ABSTRACT

After 5G commercialization in April 2019, technologies development is underway to commercialize 6G in
2030. As only minimum security functions are considered in the 5G network design stage, concerns are raised
about security vulnerabilities and threats due to introduction of new network structures and virtualization
technologies. Furthermore, there are concerns that 6G will also inherit the security vulnerabilities and security
threats of 5G. Therefore, specifications development is required for 6G security by design. In this paper, we
analyze the status of domestic and foreign standard technology development for security internalization in
Beyond 5G and 6G, and through this, we intend to lay the foundation for Beyond 5G and 6G security

standardization.
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2.1 ITU-R IMT-2030 29t EZFs}

A A7]54 <d3ATU, International Teleco-
mmunication Union)2] FIEAl Hfol sfdsl=
ITU-R(ITU- Radio Communication Sector)2] 2Fsint
WP5D(Working Party 5D)ol|A= o]s54lel] oigh
RS g e sick

3 A ETS} 7Tl = ol EEAlel gk EE
WS EAR R AEfsb el oA, o] 584l 71ee
e sfetsha a1 o] BEAIS] ul(Vision) & A
= A4S e ol wel, 20204 24 343}
3]oJell]  6Gell dEl=  IMT-2030(International
Mobile Telecommunications-2030) ©]5-54le] gk
7142 E3kol| el 7]&3F 24 IMT-2030 =]2)7]
%538 B 3A(IMT-2030 FTT, Future technology
trends of terrestrial IMT systems towards 2030 and
beyond) 7HHe- A2}, 20221 6 413} 3]
Al el Baa] o] HEAow whpe]Egich
IMT-20309] B]#-8- AAs= IMT-2030 Vision 1L
(IMT Vision - “Framework and overall objectives
of the future development of IMT for 2030 and
beyond”)2] 739 20211 34 373} 3|95 sl At
o A let. e A 2HdE f1al wld skl
ZI5(SWG Vision, Sub Working Group Vision)< 4l
Adslo] &l IMT-2030 Vision Hi Z9He- 7fks}s
oo, 20239 645 FxE o] kud olAe]
o} ohg 23 12 IMT-2030 Vlei7|&58F B 9
IMT-2030 Vision A3 71 &4 viehficp?,
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2 1. IMT-2030 FIT ¥ IMT-2030 Vision #3 7+ oA
Fig. 1. Developing Schedule of IMT-2030 FTT and
IMT-2030 Vision
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E 1. IMT-2030 FTT 53}
Table 1. Contents of IMT-2030 FTT

F 2. IMT-2030 Vision AL 53}
Table 2. Contents of IMT-2030 Vision

Chapter Title Contents Chapter Title
4 Overview of emerging | Services, applications, 1 Introduction
services and applications use cases 2 Trends of IMT for 2030 and beyond
5 [Emerging] Technology 8 technology 2.1 Goals and societal consideration
trends and enablers | categories of new 6G —
2.2 User and application trends
Technologies to Wireless interface
6 enhanced the radio technolosi 23 Technology trends
interface echnologles 24 Studies on technical feasibility of
Technology enablers to NTN IMT in bands above 100GHz
7 enhance the radio (Non-Terrestrial 2.5 Spectrum implications
network Network) 3 Evolution of IMT

o, 407, 4172} 3] 53l 5= £ gt
Julle] B} =]k 3 12 e Baxe] SxE
e
IMT-2030  vlel7]%53 B

IMT-2030°N14] 543 7oz A== A= % Hﬂl
2o} off F2jA| o)A, Ao 2ol T3k W8-S )1t
= lck 53l 47401]/11 A AISEL Q %IMT 2030
2] tixARl AR|aEE A 918t 7l 2 1
3l 3RS g9ldt 4= glt)h 6 elAE T4 A<E 7
=, 73l = 8R4 W EY Z(NTN, Non-Terrestrial
Network)el] that W8-S % ZE 7]A]=of 3
Fsh= Al o]5E4l 7|X|=H(HIBS, High-altitude
IMT Base Stations)¥} F-3lo]=A|(UAV, Unmanned
Aerial Vehicles)ol] gt U822 gHAsle] o}
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2.1.2 IMT-2030 Vision 31

2021 34 37AF 3ol o] AeH
IMT-2030 Vision A+ 393, 402}, 414} 325 &
3 B2k A= ok o 3 2= 413 39l A
B]E IMT-2030 Vision dxe] Ex15 vehich

IMT-2030 Vision AL 24ol|4& IMT-2030 2=
Z3F 2 IMT-20309] A1) 7]o] &9, ¢ 4 7<=
23k 100GHz oA tef tigh IMT 7]<%2] #3HAd,
T Ak ol tigk Wgo] A= Aol 37
A= IMT7}F 1w = o2 W-go] 2Hdd ofF]e|H, 4
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Scenario)°ll dIgh -8-o] 2k <% o|r}. IMT-2030
AR Ade] 2ol IMT-2020(5G)2] AH- Alue] 2
ol #43H= eMBB, URLLC, mMTC Hx} %1315 A}
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Usage scenarios for IMT for
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Additional framework and objectives
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E 3. IMT-2020 ¥ IMT-2030¢] 4 A% 3%
Table 3. Key Capabilities of IMT-2020 and IMT-2030

IMT-2020

IMT-2030

Peak data rate

Peak data rate

User experienced

User experience

data rate data rate
Latency Latency
Mobility Mobility

Connection density

Connection density

Area traffic capacity

Area traffic capacity

Spectrum efficiency

Spectrum efficiency

Energy efficiency Reliability

- Coverage

- Positioning

- Sensing

- Al

- Availability/Scalability

- Trustworthiness

- Sustainability

- Device lifetime/power

HEEA7} AHolE Zleg xwelrh & 3-2 IMT-20203}
IMT-20309] 54 A% 455 v|ast] A=g &
yehdic) o]l wal ITU-RS| IMT-2030 Vision #
I 7S B8 IMT-20302] A=A Bet Hx
7 AoEle AL o2 ZZF/NEr]94SDO,
Standards Development Organization)°l|4] %= sl& X
QF FEAol| W FF o] FAHA R o]Foi

¥ 4. FG NEF-20309] 17 A}
Table 4. Deliverables of FG NET-2030

7oz ®elrh

2.2 ITU-T IMT-2030 Hot EZFEs}

A A718A A A7 eAlEFS) el s
&= ITU-TATU-Telecommunication Standardization
Sector)+= SG13(Study Group 13)9] ¥#2~ I1F& (FG
NET-2030, Focus Group Technologies for Network
2030)% A7sle] IMT-2030¢] tigt AR A5 4=
33191, SG17(Study Group 17)2- E3l v EY =
=zl 2 Ayl ol F]AolAde Heks $13F AT

w2k sk gk

¢

N2

2.2.1 ITU-T SG13

SG13-& AAIH W ES) ol T3 A+ 2 FF3ES
L 2018+ 79 AlafellA] JHHE 3]e]elx] FG
NET-2030-3 A33}sitk FG NET-2030-> 20304
g 1 o]Fel| SASH 2 vEH =] A 2 AN
UEN =z At 2ol A3l ol7|d Ao} vAUSS
SAsE 1S HE 2 NET-2030(6G) ¢l T3l A=
8s}3ich. FG NET-20302] 252 2020 740l
sks=lglon, 8709 AT AHES =3 vy
¥ 4% FG NET-20309] 17 Ax2 veliic

2.2.2 ITU-T SG17

SG17- 20181 3ol IMT-2020 X<t & 7it
< ZApsll Imu-T+ 438 5712 AAR 15
A E53}535|(WTSA, World  Telecommunication
Standardization Assembly)E 7WZ|3}] F2FA, 9]
At Az 2573 31 W 7 5ol Wisl =2jgk

Type Title Publication Date
. Network 2030-A Blueprint of Technology, Applications and
White P 2019. 05
tie Taper Market Drivers Towards the year 2030 and Beyond
Deliverable New .SCFVICCS and Capabilities for Network 20;'30: Description, 2010. 10
Technical Gap and Performance Target Analysis
. Representative use cases and key network requirements
Technical Report for Network 2030 2020. 01
. Network 2030-Gap Analysis of Network 2030
Technical Report New Services, Capabilities and Use cases 2020. 06
. Network 2030-Additional representative use cases and
Tech: I R 2020.
echnical Report key network requirements for Network 2030 020. 06
Technical Specification | Network 2030 Architecture Framework 2020. 06
Technical Specification | Network 2030-Terms and Definitions 2020. 06
. Network 2030-Description of Demonstrations for Network 2030 on Sixth
Technical Report 2020. 06
echnical Bepo ITU Workshop on Network 2030 and Demo Day, 13 January 2020
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E 5. ITU-T SG17 AAH] M EY =z ZAx53} |35}

Table 5. ITU-T SG17 International Standardization Trends for Next Generation Network

Deliverables No. Title Status
(Temp. No.)
X.1811 A]
X, 58 Gsec-q) Security guidelines for applying quantum-safe algorithms in IMT-2020 systems @ Ogﬁ‘)}:?(i).)
X.104 A
(X.I?so7m—sec) Security requirements and architecture for network slice management and orchestration @ O;frfg ;(;)
élSS Cl}iec—t) Security framework based on trust relationship for IMT-2020 ecosystems ( 2‘8552)5\162%)
XSTP-5Gsec-RM | 5G Security Standardization Roadma Agreed
y P (2022.05.20.)
X 1813 ety and low Teney communicuton (URLLG) in IMT.2020  prvate] ABPIOved
(X.5Gsec-vs) Y Y P! (2022.00.02.)
networks
X.1814 A] d
(X.5Gsec-guide) Security guidelines for IMT-2020 communications system (20553)9\/. ?)2.)
X.181 D i
(X. : GZec—ecs) Security guidelines and requirements for IMT-2020 edge computing services (z(fzt;fglgl_rg; )
X.181 D i
(X. 58 GSec—ssl) Guidelines and requirements for classifying security capabilities in 5G network slice (zgzt;l.'r(;;r;e; )
X.5Gsec-message | Security Requirements for 5G message service U?z(gs2r3i;§;1y
. . . . . . Under stud
TR.cpn-col-sec Security considerations of collaboration of multiple computing power networks (112(;32r3501;)y
. e . U tud
X.5Gsec-netec Security capabilities of network layer for 5G edge computing nder study
(2023.09)
Under stud
X.5Gsec-ctrl Security controls for operation and maintenance of 5G network systems zlzof;rg,s()g)y
Ui t
TR.5Gsec-bsf Guidelines of built-in security framework for telecommunications network g:;;r 421;;}]
TR.zt-acp Guidelines for zero trust based access control platform in telecommunication network ng)e; 4s(;1;§1y
X_5Gsec-Srocys Secu_rlty Requirements for the Operation of 5G Core Network to Support Vertical| Under study
Services (2024.03)

o} 2022 3€el 7F%E WTSA-2004+= 2022. 03
~ 2024. 12 A7-3]7]el| gk =2]7} o] Foixictk sl
=35 53l SG17 =kiut WP2/17(Working Party
2/17, 5G, IoT and ITS security)®] Q2/17(Question
2/17, Security architecture and network security) =}
AE F3] IMT-2020 Hgtel] tigh A+ 2 wE3p}
FRA0R s oz At old we}, 7|
o 5715 Eal A Aask W 7)&Eael 2
716l A= 9l HAush g 7leTA] i H3ke
3 590 72

2.2.3 ITU-T IMT-2030 E¢t &35 S
ITU-TollA+= SG13¢] FG NET-2030% &3l

IMT-20301] W& AP A5 Falstol oy, Hel 7]
&S THHOZ tfFA= @2 ZloZ Helth ITU-T
2] IMT-2030 ¥t E53}ke] 4%, SG17% 53l 54
Hog FalE o7 Hltl SG172] IMT-20302- $]
g 53} AlE2 TR gker), WTSA-209] 4
2]} 92" (Enhancing the standardization activities in
the ITU Telecommunication Standardization Sector
related to non-radio aspects of international mobile
telecommunications) -8l w2 IMT-2030 H4F
Zuio] 253 S5 vl Qe o nalrk
thi 3 62> WTSA-20 22|k 9211e] 8 W83 1}
e},
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¥ 6. ITU-T WTSA-20 A<]et 921
Table 6. ITU-T WTSA-20 Resolution 92

No. Resolution 92

Enhancing the standardization activities in
the ITU Telecommunication Standardization
Sector related to non-radio aspects of
international mobile telecommunications

Title

* to continue promoting the studies on
standardization related to
network and applications security for
IMT-2020 and beyond

: to promote coordination and
collaboration with ITU-R and other
SDOs, such as the 3rd Generation
Partnership  Project System  Aspects
working group 3 (3GPP SA3),
security aspects of IMT-2020
beyond, in the course of development of
the relevant specifications or ITU-T
Recommendations

activities

Instruction
for SG17

on
and

2.3 ETSI 6G 2ot ®F3}

HE, BAL Ak AL vlESF Y AR 2e]] gt
573} P5L Pl Ik 43 A £ /)P
ETSI(European Telecommunication Standards
Institute)=  3GPP(3rd  Generation  Partnership
Project)?}] &% IS 8l 5Gel thak EFE N
Wsla 9lck ETSI AR o2 56 V| ES = Xt &
T2 s &5 vnIRE Aok 1, 5G
247]%e  dl9s=  MEC(Multi-access  Edge
Computing) <} NFV(Network Functions  Virtuali-
zation)°l| tgt FF35 A S T5(ISG, Industry
Specification Groups)S £l 433w

k.

Releasel Release2
(2013 ~ 2014) (2015 ~ 2016)

-

+ Focus: the feasibility of (e Focus: interoperability of

NFY NFV solutions
+ Delivered the baseline + Details requirements and
sludies and specifications spedification of interfaces

. Sel the NFV Architecture: and descriptors

NFVI{NFV Infrastructure) ||
o VNF(Virtualized

Realizes the
interoperability of

network functions) solutions based on the
+ Integration of the VNFs NFV Architecture,
into NS(Network detailing
Services) + V/NF Package and VNF
+«  NFV-MANO(NFV and NS Descriptors
Management and +  Acceleration
Orchestration) aspects + Internal and external
at different layers NFV-MANO interfaces
. .
J2| 2. ETSI ISG NFV Releases 2.2F

Fig. 2. Summary of ETSI ISG NFV Releases
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2.3.1 ETSI ISG NFV

ETSIE= 5G 847]|<42¢l NEVe| tjgt %3 /s
98 20129 11¥e] ISG NFVE A™slgich
AR EFOFME 29S VIR A 2ESE
Z3ghct ohg 1 2= DA 2538 e85 8oF
g Zlo]cf,

ETSI ISG NFVelA= NFV Helol| i3t %53}

33£S Release 294 4E] Release 4714 A& 02
olei2ar glrk thy & 7-2 AA|7IA] ETSI ISG NFV

o4 sirkale] F7NRE NFV Bk 35045 ‘/‘rE‘rkH
t}. ETSI ISG NFV= &4l Release 55 53l 3%
£ Ak slost, o] Amg Es F30] 2
JNSAsIe, A 349 REH BEAE w3
Al Ee EPue] olx sigkort, 54 EE )
T4 | (Release)ollX] -4 AH2J7F E =R
zh AleA] ARl o m Hekslaa) she Al
ENHOI(NFV security hardening)S- 3l Release 4
of olo] Mot 44 g zlePstar qlck

39;

i rL Sl

S

2.3.2 ETSI ISG MEC

ETSI= 5G $£47]& 39sl= MECel g &
5 7slr] $al 201413l 1ISG MECS- A3 318
o, 335 |2 @AM A 2 Z531E Alsst
3L gle} 20186l AlRbE|o] 2¥lA w5 1A o
Al(Phase)°l| 3%3= Phase 25 %3l 5G| MECE
53] flgt A7 2 BT NEe] 2y 45
MECO031(MEC integration in 5G networks)S £
0] Fo1%lm, Phase 3°I4%E] GR MEC041(MEC
Security) 214 #5-% %3 MEC Xet 74 =l
A7 BESPE A= g Ak Sd5S Sel

Focus: feature enrichingthe | ¢  Focus: orchestration,

NFV Architectural cloudification and
Framework, readying NFV simplification of network
for deployment and deployment and
operation operations

Interfaces, modeling, efc. to |«
support new features such
as (not exhaustive list):

Interfaces, modeling, etc.
to support new features
such as (not exhaustive

+ Policy framework list):

+ \/NF snapshot + Container-based

+«  NFV-MANO deployments
management + Future 5G support

+  Multi-site +  Service-based

+ Cloud-native, etc. architecture concepts
+  Generic OAM

functions, etc.
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E 7. ETSI ISG NFV X3t 514
Table 7. Security Specifications of ETSI ISG NFV

Rel. Work Item

Specification

- (RO2.CAPO8) Package and software
image management

+ (R02.CAP09) VNF Descriptor-VNF
information modeling

Rel.2 | - Security aspects of other specified
capabilities

« (ETSI SG NFV-SEC 021 v2.6.1) Network Function
Virtualisation(NFV) Release 2; Security; VNF Package Security
Specification

- Security aspects of other specified
capabilities

+ (ETSI SG NFV-SEC 022 v2.8.1) Network Functions
Virtualisation(NFV) Release 2; Security; Access Token Specification
for API Access

+ (SEC4SNC) Secure sensitive
components in NFV Framework

+ (ETSI GS NFV-SEC 012) Network Functions Virtualisation(NFV)
Release 3; Security; System architecture specification for execution
of sensitive NFV components

- (ETSI GS NFV-IFA 026) Network Functions Virtualisation(NFV)

Rel.3 Release 3; Management and Orchestration; Architecture enhancement

+ (SECMM) Security management and
monitoring for NFV

for Security Management Specification

+ (ETSI GS NFV-SEC 013) Network Functions Virtualisation(NFV)
Release 3; Security Management and Monitoring specification

« (ETSI SG NFV-SEC 014) Network Function Virtualisation(NFV)
Release 3; NFV Security; Security specification

* (SECMM) Security management and
monitoring for NFV

« (ETSI GS NFV-IFA 033) Network Functions Virtualisation(NFV)
Release 4; Management and Orchestration; Sc-Or, Sc-Vnfm, Sc-Vi

Rel4 reference points-Interface and Information Model Specification

- (ENHO1) NFV security hardening
(enhancements)

- (ENHO1) NFV security hardening

Rel.
el5 (enhancements)

MEC ofj&Ze]AlelA, Hel F3E, AR EZ~E(Zero
Trust) Y/ EYZ), MEC Hel Q7AR} Sl o3t 74

B4 2k Aele Aagaha Qe

2.3.3 ETSI 6G He¢t &3t &

ETSI+= 2 3GPP2}2] 335 53l 5G % 6G |
Ef= Bt 253} Ses pshy] wiitel AHAA
ol 5G 2 6G YIEN T Mol 53 &5 vvlsirt
T, AEH 0 R 5G] 847143 NFVel MECH|
g web +AE APEEkal glem, 6Goll= i 7]
wo] Alsd Aoz olifgel wet ETSIONA 7Hdat
= NFV 2 MEC Mgt 3Fe] thd EF 77|l
49 7lo& melrk w3k ISG NFVe} ISG MEC
o]¢]el= TC CYBER(Technical Committee for
Cybersecurity), TC LI(Technical Committee for
Lawful Interception), SAGE(Security Algorithms
Group of Experts)E 53l 5G Rl %73}t &5 5
s glom, s Alsibe] BES HEE 6G B
o EES BEOZ olojd Ao Ak

2.4 3GPP 6G 2ot &3S}t

AL EFSE 7]l dldsis 3GPP+= 2016 4Y
FE] ApE 5G 7| E AFE /MR 56 5
Alzketode). 3GPPellA = 3t A w54 A]
7 e %3t 2y AdES Eashe, 20221 3¢
ol] Release 17¢] 2t8=|o] &2l Release 182 &3l &
3= 213312 9l Release 1894+ 5G4 6G
2 Jol7k= #=7] el sldsl= 5G Advancedol]
dhe 7 % EES) Qs glow, vhe B
ik 14 | (Release)ell4] 6G 3EE8ke] 7|uke- v
ah= Bgo] olReix . ey

3GPP+= SA(Service & System Aspects), CT(Core
Network&Terminals), RAN(Radio Access Network)
o7 A% 7]&%E3|(TSG, Technical Specification
Group)H=Z  oJ2] Ak} Z]IUKWGs, Working
Groups)e] <tk of2] Ak} =dwb 5 SA
WG3(Security)7} 5G Hol EFS ksl glom,
3 7o EF3F &5 A= TS 33.5XX, TR
33.7 ~ TR 33.9XXE W37} ¥oixl 7|&7HA(TS,
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¥ 8. SA WG3 Release 18 53} 315
Table 8. SA WG3 Release 18 Work Item

No. Work Item

1 | Privacy of identifiers over radio access

SECAM and SCAS for 3GPP virtualized network

2
products and Management Function (MnF)

3 | Mission critical security enhancements Phase 3

Security and privacy aspects of RAN & SA

4
features

Technical ~ Specification)®}  7]& R A(TR,
Technical Report)S E3l &<lst 4= gl

Release 15°l14]+= TS 33.501(Security architecture
and procedures for 5G System)S 73le] 5G Al
gle] HektE, T8 LA Het SR VE
$1= 7o) k% olelHo]~ e Bk Sof gk 2t
Al g Aol Release 16914 TS
33.5010014 A5l 5G Algl FA 8 4ol digh mek
B el sl Bl BE AX(SCAS,
Security Assurance Specification)ell gt 7]&F40]
7PtE] g} Release 179141 Release 16914 t}5-
2 sk F7HAQl 56 Aldl AL Mok HE
A digh 7| AS st JA) #13
%< Release 18°l4+= 5GolA<] 7lA R 2 zzjo]
WA Be sk vEYa 2 3] 7S Qg B
ot 715 ALlE HF A7 2 ZE3 AlEE slew
Holm, F 82 SA WG32| Release 18 EFF3} 3%
< viepdcil

2.4.1 3GPP 6G Z¢o+ EZs} =3

3GPPE 5G| A3} vl wle} ®mel 715 2
Aujzeel] Tt A 2 EFSHE AEH R e
ket 3] #18) <] Release 1894]% 5G A{H]| 0]
gk IR 2 Zejo|A] Be Sl vES =
g A7) 7)15S $1% Bt ol tiF e &9 =}
A& A& glaell wet 6G ®Batel] tigk A 2
F&E31= vn)gl o2 waltl 1Eu, Release 20
oA 5E] 6Gell tigh Ald) Q7 BAskd Zlom u
o]m, ITU-RS] IMT-2030 Vision®l|#] #J 2]k #J=k=
A3 Bl AR} A& et 6G Hkel ik
AT 2 ZFEspt BAsk Zlog Helch

2.5 O-RAN Alliance 6G 2ot FF5}

O-RAN(Open Radio Access Network) Alliance
(18}, O-RAN)= 5G % B5G(Beyond 5G)e°ll
Al(Artificial Intelligence)E 2}-8-3}o] x|53 A1 A

430

&b e FAEE A B3R 255 2 &8s
2 FRE NS A8 gl AR EES]E 7))
t}. O-RANe¢lA+= HgF =ZjJ¥bF WGI11(Technical
Work Group 11)2- %3 Open RAN ©}7|€)*] ®al
o digt d7e} T34 %185k 9lrk Open RAN
x78te] A o Ve At 325 0 @
¥7|2~ 15 SDFG(Standard Development Focus
Group)9te] ¥ &3l adatar el 71 22
ol WG110ll4] %3k 2] 7%, Open RANe|| tf
g 913 e, wek ST, ZEEE, ek 47}
2] e =g ohy E ok AalriA 2
%l O-RAN WG119] M3t 35 #45 vehdck

H 9. O-RAN WG11 Bt EF ¥4
Table 9. O-RAN WGI1 Security Specifications

Title Publication
Date

O-RAN Study on Security for

: 2022.07
Near Real Time RIC and xApps 1.0
O-RAN Study on Security for
Non-RT-RIC 1.0 2022.07
O-RAN Study on Security for 2022.07

O-CLOUD 1.0
O-RAN Security Protocols Specifications 4.0/ 2022.10

O-RAN Security Requirements
Specifications 4.0

O-RAN Security Test Specifications 3.0 2022.10

O-RAN Security Threat Modeling and
Remediation Analysis 4.0

2022.10

2022.10

2.5.1 O-RAN Alliance 6G H¢t BZFst 3

6Gol = AFAF 71ES 43t 2215 A5
S AYE Zle® =91 gtk O-RANCA=
Open RAN?| #5315 23] $18) A|EA o2
T3 710 & wolu X531 Open RANS| Tg]o2
== Heks wEsle] AESE Y o=
Hslol w2} O-RANoIA A2t %o 3GPPol 3
402 84 Zlog Halrk

. 6G Eo =l EFS S&

3.1 TTA 6G 29t EFs}
llellA] ICT ~toke] #Eshs Hdshe 714l
A B E X 7143 3)(TTA, Telecommunications
Technology Association)= S%7]&$113] STC3
(Special Technical Committee 3)S 7]&9]%13]

o
ook



=% /Beyond 5G ¥ 6G B3l FA|%F3E T3 24

TC11(Technical Committee 11)%E A3ale] 56 2
6Gell digt =] s} F5-S sk ok TTA
TC11-> 3GPP2] 29 7|ZHOP, Organization
Partners)ell E3F=e] glgol ule} 3GPPL] 71&+4
S %1%+ A &(Transposing) & ~ )= WIS zk Q)
t}. olof ufg} TTA TC1ll4= 5G2} 6Gell gt &

T8 AHAA o2 ksl | Bele= ITU-T 2 3GPP 5
ilﬂ4 51114]415} r= AAEESE 717 253t
Gl AFA o= Fodsn] *}cd Aol 8k}
o e} —394 FE3 |7 BE S T8l
S EF5 e A Xﬂ‘i—“@‘}ﬁi‘;}- oleof e},
TTAA] 5G 2 6G Halel| dis] A4z 553}
E MEshs 2 m)gk AR ol

3.2 5G Heot Y 6G Het ﬁ§§+ =g
5G Bt 2 Iule] %FE &
J3ke B3] 5G Hel 7)< —;'lxﬂ g},_a_ A
=l F5 e H&starat 20201l HEE Ik
5G ®Hol oA E F53} ke 2 56 B3l 7|

E 10. 5G Ht ¥ ZFs} A5
Table 10. 5G Security Forum Standardization Activities

H 7]E3 5G Hel 38 7le® ik Stk 5G
Bk 7 VERs Bk 913, Bk AR QS
2 7] e, AlF E AElE BE A, oA s o
a2E FE ol ddEH, 56 ¥k &8 rERe
2] F=h¢-= B2k SDN X<k NFV Mok A3
wek Hok A Fol stk
5G Mol ElellA 7T iIE B 25d &
& kAL gler, S 5G Afuls ek &7
x:] AZ Az A o] AFA el o]7do]| EFol uled
% T A = SA xS 71T 2 *V‘izi‘r 7172
1 WA gl Fhofsiar glek & 102 5G B
xde] 71of3t wEst FES vhepAcfl
5G Hotb Eoe A RT3} A LS HRe ]9
SAEEE 71T 2 AP RESE 7] 2EE Z
o A&Hoz Fofslar 7|uxE Pibe] AlEsh=
= FAH R 158} gl 7|odsta} F53] A
T FF3) FEL oloizt A o7 welt) ol
2F el 6G 10& FEste] 7Mks v staat
A9 aE NHshs & AR UEYIS 245}

rf FH

Standards
Development
Organizations

Publication
Date

Specification / Contribution Title

(C1004)

2021 (C1139)

* Revised baseline text for X.5Gsec-ecs: Security Guidelines for 5G Edge Computing Services
+ Revised baseline text for X.5Gsec-ecs: Security Guidelines for 5G Edge Computing Services

- Revised baseline text for X.5Gsec-guide: Security guideline for 5G communication system

ITU-T (Proposal for a threat and capability regarding “Service disruption from manipulated RRC

connection Request)

2020 algorithms in 5G systems

- Security requirements for vertical
communication(URLLC) in the 5G non-public

- Revised baseline text for X.5Gsec-q: Security guidelines for applying quantum-safe

services supporting ultra reliable and low latency

2021

- Countermeasures against a threat of a service disruption due to unprotected RRC messages
proposed by 5G Security Forum in South Korea

3GPP
2020

- Threat on SIP message alternation and content eavesdropping
+ Threat on service disruption due to falsely generated RRC message

2021 + Security Guidelines for applying quantum-safe algorithms in IMT-2020(5G) systems

TTA + Security Assurance Methodology (SECAM) and its evaluation guideline for Mobile

2020 Communication network products
- Security requirements for vertical services supporting URLLC in 5G non-public networks

2021

- Security guidelines for 5G Edge Computing Services
+ Security Guidelines for applying quantum-safe algorithms in IMT-2020(5G) systems

Forum + Security Assurance Methodology (SECAM) for 5G network - Terms and Definitions

2020 + Security Assurance Methodology (SCA) for 5G network products - valuation
- Security requirements for vertical services supporting URLLC in 5G non-public networks
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g 7]5S vledsla glo) olol wel, IMT-20302] A
T AE 5 IMT-202000 M= SHA 22 we=#] o
S Bk e At Aed AeR Helrh

A ZE3}F 7]l dldshe ITU-TS] -5, A
72 IMT-2030 H.kel] tigt FAAQl FF3} 3H5o]
WHERAE kel e, 2022~20241d A-3]7)
717xe] 3HA|(Question)ol] FEd= AT 3=(Study
Items)ol] w2 Hel o}7]€lx], Bl Au|~ A4 v}
ok 3Rl 2 Haleld 2wkl AR vES
A 7)E B3R Qs WA Z o CdEE Bt
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Ql W8-S obE ZleE mel)l

A F53} 7]l sdel= ETSIS] 4, 5G9
6G2] lzel 7MsE 913 84l sldshe
NFV 4 MECq]| gt 2ot ZFE3P THA o2 o]
Folzl 7l o7 melth ETSI ISG NFVE] 7%, VNF
712 Bl eFARRl W Rol AA) A~ EE
(Access Token)¥} Teix Wl 93] 2 Bl QA}
&), Hok ] 2 RuE]s), Bet ] Y mUERS
$1gt ol71ElA, Hol 42 218 MANO(Manage-
ment and Orchestration) 74 84 ol Hgl =2]7}
o)At} Release SH-E]+= NFV Xel 14l tfgr
Ho] FANEA] ekgkA|ul, 6GE 12isle] NFV Bob
] flsl ARl o R Hol A Mk}
ztejo] o]Fod Ao ®lrh ETSI ISG MEC
2] 7%, MEC i ZejAlolA, Het E%, Al=Ex
2E V|ESZ), MEC RHF 874} Soll digh =9
7} Phase 3°l4] ©]F*]3xit}. Phase 44|+ Phase 3
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11, 2%} 71 2F8) 3
Table 11. Work Items of Each SDO(Standards
Development Organization)

Work Items

D
SDO (Not exhaustive list)

- IMT-2030 vision

- IMT-2030 usage scenario
- IMT-2030 capability

- IMT-2030 requirements

ITU-R

+ Security architecture

+ Application method for provide security
services

* Application =~ method  for  Al(Artificial
Intelligence)/ML(Machine Learning)

+Study on security threats and challenges
introduced by the emerging network
technologies

ITU-T

* VNF package security requirements and
security process

- Security threats and security requirements
related with access token

+ Architecture for security management and
monitoring

* MANO components for security specification

+ MEC application

- Security platform

+ Zero Trust networking

* MEC security requirements

- Security and privacy in MEC systems

ETSI

+ Security requirements

- Architecture and protocol specification for
3GPP | security and privacy

+ Cryptographic algorithms

- Lawful Interception

+ Security of Open RAN components
O-RAN | - Comprehensive security threat modeling
Alliance| - Security test

+ Security requirements

TTA -

5G
Security -
Forum

MEC Hglel] tigt 48 vidd 7o & Holw,
2 MEC Al Bk 2 AN BsE /)i
918k Wgo] T2 theeld zlog melr

9] 253} 71T T AR EEE 7]l sldskeE
3GPP2| 73-%, ola-gAlell gt Bt SARERE Ao
3laz 3GPP Alwle] Mok 2 sl R BEE S8
ol7|dlx|e} ZREZ 148 Aefghr). w3l o5
Al Boks 918t kEs) Al 2 A AL
Lawful Interception)el] w3t W-4-& thc}?!, &)

o

v



7HA % 5G B3t 7748 /sl Fo]v, Release 19
ol Tt Al 555} ololdlel tiah =217} 2023
4 9%l sl sle] ol gol el 6G wakol thet EE
3} olo]ge e SR AR Wl e,
6GIHE SGoIA e 285 1ek 7F5e] Als o
Ash A WENZ 7Fs malel el A 2
o ol ut S13e] ¥} vk 2 PARE =
ok S A L olFold slos A
MEFSE 7]l sldsl= O-RAN Alliance®]

%‘—r, O-CLOUD, Non-RT RIC(Non-Real-Time
RAN Intelligent Controller), Near-RT RIC
(Near-Real-Time RAN Intelligent Controller)®} 752
Open RAN9] 4 8 4-of gk ¥k} Open RANS]
Fa]l Bk 93 wdls, Mol HAE, Wk a7
AL, Hol TR eES RS} ofolglo® slo] 3E
s Algsta glck

S| 579 7179l Sshe TTAS) 5G 29b
9] A G nalol S 35 5 sl
2 o2 F5E NEshs 2a-2 muI’E Aelolct.
TTAS} 5G Mol ¥5o] 7%, =919 %53} 7172

T3 N Sl AFH o7 Flolsle] o EF
3} 7| EE o) BFS AR 5 QT = A
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Zz}o]Al(Network Slicing)3} 72 ql=za} 7|x}k3} 7]
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